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1 Discussion
[bookmark: _GoBack]The current evaluation of this solution and the remaining Editor’s Node does not include what was agreed in the previous meeting with option 2. This proposal updates the evaluation according to the agreed solution and removes the editor note.
[bookmark: _Toc462478989]2 Proposal
This document proposes the following changes into TR 23.743.
* * * Start of Change 1 * * *
[bookmark: _Toc528754268]6.3	Solution #3: Solution using Hash-based Identification of UE radio capabilities
[bookmark: _Toc528754269]6.3.1.	Introduction
This solution addresses Key Issue 1: "How are the UE Radio Capabilities identified?"
[bookmark: _Toc528754270]6.3.2	Functional Description
The following solution proposes to use a HASH value to identify UE Radio Capabilities. The UE calculates a HASH value of the UE Radio Capabilities and sends the HASH value to network and the network will determinate if corresponding UE Radio Capabilities is already available. If the corresponding UE Radio Capability is not available then it needs to be retrieved from the UE. When the network receives the UE Radio Capabilities, RAN needs to calculate the HASH value in order to validate that the HASH value corresponds to the uploaded UE Radio Capabilities before accepting them.
[bookmark: _Hlk522008915]The RRC Protocol defines how to signal the UE Radio Capability in TS 38.331 [5] for NR.
The HASH value is calculated of the ASN.1 coded representation of the UE radio capabilities using SHA (Secure Hash Algorithm) algorithm. The HASH value is used as UE Capability ID.
Editor's note:	Which one of the different SHA families (SHA-2 or SHA-3) to use and which function within the hash family is FFS. The different versions differ in size of the hash and how secure it is calculated. For example, if 128 bit hash is used, which fits into current protocols, the probability for conflicts is very low. This needs to be evaluated with RAN and SA WG3.
The solution on Key Issue 2 will cover how the HASH value (UE Capability ID) is signalled between the UE and network. Solution on Key Issue 2 will also cover procedure how to signal the corresponding UE Radio Capability information from the UE to RAN if it is not available in the network.
NOTE:	Different UE implementations may store the UE Radio Capability in different orders. UE's from different vendors, with the same radio capability, may have different hashes if the order of the capabilities is different.
Instead of a single HASH value (UE Capability ID), a list of one or more HASH values (UE Capability ID's) will be used, one for each sub-set of the UE Radio Capabilities. This also implies that when the UE sends a list of UE Capability ID's then the network will handle them one by one. For example, some of the UE Capability ID's and corresponding UE Radio Capabilities might be available in RAN or CN and the remaining UE Radio Capability ID's need to be downloaded again from the UE. It is the UE implementation that defines into which sub-set each UE Radio Capability IE belongs to and each sub-set has its own HASH value (UE Capability ID). If the size of each sub-set is less than current maximum allowed size defined by RAN then additional segmentation in RAN is not needed. Current size limitation defined by RAN PDCP frame size is 9000 octets for NR and 8188 octets for E-UTRA.
Option 1:	With the assumption that each subset of UE Radio Capabilities is calculated with SHA-256 the probability is very low that two different UE Radio Capabilities have the same hash value so we do not specify any solution for that.
Option 2:	The UE Capability ID is extended to also include a device manufacturer unique identifier, this could for example be the same as proposed in solution #1 to use the TAC code. The UE vendor also need to ensure that the two different UE Radio Capabilities does not have the same HASH value via re-arrange the order of the individual UE Radio Capabilities to ensure unique hash.
[bookmark: _Toc528754271]6.3.3	Procedures
Solutions to Key Issue 2 will define procedures on how the HASH value (UE capability ID) is used in relevant procedures and how RAN will retrieve UE Radio Capability from the UE.
The only addition in this solution is that after RAN has retrieved the UE Radio Capabilities then RAN needs to calculate the same HASH value to validate that the retrieved UE Radio Capabilities corresponds to the HASH value (UE Capability ID) before accepting it.
Editor's note:	How collisions are detected and alleviated in the network when the same HASH value is calculated from different UE radio capability sets is FFS.
[bookmark: _Toc528754272]6.3.4	Impacts on existing entities and interfaces
Solutions to Key Issues 2 will explain how the UE capability ID impacts existing entities and interfaces. The only additional impact is that the UE and RAN needs to calculate the HASH value from the UE Radio Capability.
[bookmark: _Toc528754273]6.3.5	Evaluation
This solution supports that the network is protected against malicious updates of UE Capability ID's and corresponding UE Radio Capabilities.
This solution option1 does not accommodate for collisions especially about the network will be able to detect them. For instance, if the 64Kbyte radio capabilities of UE A produce after HASH a UE-Capability-1 of 256 bits, but UE B with different set of radio capabilities produce after HASH UE-Capability-1 the network will not be able to detect this collision without additional information. Even if such occurrence is rare, any occurence can lead impacted UEs of the same type being in continuous mis-operation or no service.
The Option 2 in the solution fully accommodate in preventing any hash collisionsOne way that this can be alleviated is that the hash value of the UE-Capability-1 is also accompanied by another fixed identifier e.g. TAC or manufacturer-ID as in option2.
This solution does not require any global synchronized centralized storage within the whole PLMN for storage of the mapping between UE Capability ID and the corresponding UE Radio Capability.
This solution is a standalone solution for key issue #1 and it is not related to solution #1. This solution only uses an identification of the vendor, allowing the vendor to ensure that no hash collisions is possible for different UE Radio capabilities.
This solution is not dependent on any access to vendor capability services, it does not preclude that such service is used.
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